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MName of Company covered by this certification: Belmont Telephone Company
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Name of Officer signing: Deh Egli

Title of OIieer signing: Viee-Presiden

I, Deb Eghi, certify that | am an officer of the Company named above, and acting as an
agent ol the Company, that 1 have personal knowledge that the Company has established
operating procedures that are adequate to ensure complianee with the Commission’s CPNI rules,
See 47 C1F R § 04.2001 ef seq.

Attached to this certification as Exhibit | 15 an accompanying statement explaining how
the Company’s procedures ensure that the Company is in compliance with the requirements set
torth in sectiom 642001 ef seq. of the Commission’s rules,

The Company has not taken any actions (procesdings instituted or petitions filed by a
company at either state commission. the court system. or at the Commission against data brokers)
against data brokers in the past year.

The Company has not reccived any customer complaints in the past year concerning the
unauthorized release of CPNI

Signed \&,:}-\‘ﬂ;’:{ V=
R ol v

oo Best Copy and Printing. Inc.
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BELMONT TELEFHONE COMPANY

STATEMENT EXPLAINING HOW THE COMPANY'S (OPERATING PROCTEDURES ENSTRE
COMPLIANCE WITH THE FCC'S CPNI RULES

I Customer Proprietary Merwork Information (“CPNIT)

CPMI s defined in Section Z22(17 of the Commumicanions Act as {A) information that relates to Lhe quanlily,
Lechnical configuration, 1ype, destination. and amount of use of a telecommunicarions service subscribed fo by any
eusloner ol lelecomminicietions cargier, wid thet s made available to the carrier by the customer solely by virtue
ol the carmer-vustomer relptionship; wnd (B miformation contained G the balls pertuining (o telephone exchange
service ortelephone 1011 service received by a costomer of & carmier (exeept thal CPRT does not include subseribier
list information

Crenerully, CPR] includes personal information reganding a consumies™s tse of his o her telecommunications
serviees,  CPNL cocompasses milvrmubion such ws: () tie telephone numbers called by o consumer; {1 the
telephone pumbers calling s customer: o) the e loeation and duration of o consumer’s oulbound and inbiud
phione calls, and (d) 1he telecommumications and intormation services purchased by a consumer

Cull detad] fofermution (ulse known ws ol reconds™) s o category of CPR] that is particulirly sensitive from o
privacy standpormt amd that G sgpht by pretesters, hochers and oter anouthorieed anlities foe illegitinote
purposes. Call detadl ineludes sy intormation that pertams o the tmnsmission of oospeci e elephoome call,
including the pumber ealled (for owbound calls)h, the nomber from which the call was placed {for Inhound calls)
and e dote, Lime: location and‘or duration of the call (far all calls)

1L Useand Dselasure of €PN Ts Restricted

The Company vecognizes that CPN] includes information that is personal and incividually wlentifinhle, and that
privacy concemns lave led Congress and the FOC o impose restriciions upon its use and disclosure, and upou the
privvision of acesss il by mdividuals or eotities inside and oulside e Cotnpany.

The: Company has designated a CPR] Compliance Officer who 15 sesponsible faes (1) communicating with the
Company s -attorneys and'or consultants regarding CPNI responsibilities, requirements ang resteictions; {2)
supervising the {rining of Compuany. employees and agents who use or lave aceess to CPNLL (3) supervising the
use, disclosure, disribution or aeeess o the Company's CPNI by independent contractons and juint veature
parners (4) matnaining records repardine e wse of CPNL in murkeling campaigns; und (3) receiving, reviewing
and resolving questions or isgees regarding nge discinaure. distrihation or provision of access w CENL

Company empléyess and agents el miy des] with CPN] lave been infornted that there are substantial federal
reserictions apon CPRN] oke, distribuion and seeess. In onder o be autherized W use or sceess the Company’s
PR, emplovees and apents must receive trainimg with respect to the requirements of Section 222 of the
Communications Actand the FOC CPXI Rules (Subpart U of Parrécdaf tha 1O Rules)

Betore an agent. independent contraelor or joint venture pariner may recgive or be allowed o access or use the

{aompanyts CPNL the agent’ s independen! confragtor’ s or joinl venlure parlner's wereement with the Company

sl contain provisions (or the Company and the agent independent contractor or joint venmire partner musl enier -
into an additional confidentiality agreement which provides) thar () the agent, independant confractar of Joint

veribure poriner may wse the CPNT only for the purpose for which the CPNI has been provided: (b) the agent,

mdependent contractor or JoinL venture parlner miey g0t disclos: or distelbute the CPRT 1w, o allow adoess to the

CPMI b any prher party (unless the agent independent contreclor of joinl venlure purloer @5 expressly aod

sperifically required 10 do <o by a coun arder): and (o) the apent. independent contractor o joinl vinture pariner

must inplentent appropriate-and specifie safeguards acceptable 1o the Company 1o ensire the eonfidentiality of
the Company s CPN]L

111, Protection of CPXI
L. The Company may. after receiving an approprise wrimen raquest from-a costomer, disclose or provide the

customer s CPNT o e vostomer by sending it to the customer’s address or record, Any and all such customer
requests: (1) must be made inowriting: (20 must melude the customer’s correct billing tame and address and



customer.  The Company will disclnsg CPNI upon affirmative wriman request by the' customer o any parson
desipnared by the cusromier, bt only afier the Company calls the customer’s relephane number of record ‘andfor
sends & notification to the customer's address of record to verify the acciracy of this request.

2 The Compuny will provide a customer’s phong records or other CI'M to a law cnforeement agency in
accordance with applicable legal reguirements

3, Since December & 2007, the Company retains all customer passwords and “shored secret” queslivo-answer
combinalions in secure fles that may be seecssed only by authoneed Company employees: who need such
inlgrmation m order to guthenicate the sdentity of customers requesting call detail information over the relephone,

4, Since December 8, 2007 Company emplovees authenticate all telephone requests for CPNL in the same monme
whether or ot the CPNE consists of call detinl infonmation. That is. Compuny employees mush (ap be luroished
the vustomer's pre-cstablished password (or correct answers to the back-up “sharcd sceret” combimations); {h)
send the requested informaninn 1o the customer’s pastal or elecrronic “address of record™ (see definition abovay”™
ar (e) call the enstomer back a1 the customer’s “teleplione number of record”™ (sev definiton above) with the
requested infonmation,

3, The Company has adopted a poboy that i does not and will not use, disclose or permit access to CPNI by an
allitinte

G, When on existing customer culls the Compuny W inguire about or order new, additionul or modified seryives
Cin=bound marketing), the Company may use the customer s CPNG other than call detail CIPRNE o -assist the
customer for the duration of the customer's call if the Company provides the customer with the oral notlce
required by Seetlons 64 20K8(c) and 64 2008() of the FOC's Rules and alter the Compuny aulbentivales the
custoine

e PDecember 8, 2007, the Company discloses or releages call desall information to cugtomers during customer-
mitiated telephone contacts only when the customer provides a pre-established password. 11 the customer does not
provide a password, call detail information is relewsed only by sending it to the customer s addeess ol record or by
the carier culling e customer ul the welephune number of record. [0 he customer iy able o provide o e
Compuny during o customer-intiated telephone call, all of the eall detall information necessary 10 address a
customer service issue (e, the tefephone number called, when it was called. and, If applicable, the amount
charged for the cally without Company assistance, then the Company may take routing customer service actions
related o such inforndtion. (Howewver, under this circamstincs, the Compuany may not disclese o the cuslomer
iy wnl] detai] infermoation sboul e customer sccount other than the call detail information thid the cuslomer
provides witheul the customer fira providing o pazsword |

7o The Company has adepted 2 policy tigt it doss not and will nov use, disclose, or pennit aeeess w CPRNL in
conection with Compuny-initialed marketing of services w which a customer docs not already substribe from the
Company {out-kound marketing b

8. The Company maintains appropriate paper andior electronic records Uit allow ils emplovess, independeén]
comtractors and jeint venlure partners o wlearly cstublish the stetus of cach customer’s Tht-oul andfor Opt=In
approvals (ilamy ) prior 10 use of the customer™s CPRL These records include: (1) the dates) of any and all of the
customer’s deemed Opeout approsvals andfor Opt-in approvals, ogether with the dates of any medifications or
revacations of such approvals: and (i) the tvpetsiof CPNI use, access. disclosure and/or distribution approved by
1he customer. )

% Before u costomer's CPNL cen be used in an out-hound marketing activity or campaipn, the. Company’s
reeords must ho checked w determing the stams of the customer’s CPNI approval  Company employees,
independent contractors and joint venture panners are required to notify the CPNT Compliance Officer of any
avcessl acouracy of security prablems they sncownter with respedt to these reconds,

If new, additionsl or extended approvals ere nocessary. the CPRI Compliance (MTicer will determine whather the
Company s "Opt=ther CPND NMorice™ or ~Opt-in CPNT Notice™ must Be used with respect 1o various proposed out-
Bonmd markéting activities,

10. The PN Complisnce Gfficer waill mamun & rocord of cach out-hound markering activity or campaign,
including: (i} a deseription of the campaign: (if) the specific CPMI that was vsed in the campaign; {iii) the date and
pumpose of the campaign and (iv) what products and services were offered as part of the cungaign, This record
shall be nraintained for a minimwim of ene veur,



11, The Compuny s emplodiees and billimg apents mun wse CPNI o inibiete, render, Bl wnd colleel Tor
tefeommmunteations services.  The Company may obmin informanon fom néw or existing costomers thal may
comstitute CPNI as part of applications or requests far new, additional or modified services. and ts emplovees and
agents. may use such customer information (without further customer approval) te initiate and provide the
serviven. Likewise, the Company™s employess aid Willing agents may wee customer service und calling reconds
(withoul customer approval b (2) to il customers for services rendered o them; () o invesbgale ud resolv
digputes with customers reparding thedr hills: and (c) 10 pursue lagal, arbiteation, or other processas to collect fare
or unpaid bills from customers,

(2. The Compamy s ermplioyees und dgenls muy ase CPRD swathoul customer approval Lo groteel the Compang s
rphis or property, and 4o profoet users and other camicrs from frandulent, abusive or egal usie of (or subseription
to) the tetecommunications service from which the PN is derived.

Bezause allegations mnd investigations of fravd. abuse and illegal use constitute very sensilive: matiers. any access.
use, disclosure o distrilution of CPR] pursuant to this Section must be expressly approved o advanee and in
wrilimge by the Company s CTPNI Complianee Offcer.

I3 The Company’s emplovers, apents, independent confractarsand joint venture partners may NOT use 1N 1o
identify or wack customers who have made calls 10, or received calls frone competing corriers.  Nor may the
Compuny s employees, agents, indepeadent contructons of joint venture partiers wse or diselose CPND O personnl
resdms or prodid

14 Clompany palicy mandates that files contiining PR be maintadned in 2 secure manoier such thar they cannit
be used, necessed, disclosed or disuibuted by unguthorized individuals or in an unauthorized manmer;

L5, Paper flex contaiming CPR are kept in osecure bireas, and muy not be sl removed, or copied moun
nnanthortaed manner,

16, Compuny emiployees, agents, independent contractors and joint vemure pactners are required w notity the
CPR Complivnee Offger of any access or sceunity problems they cncoutter with respeet o flles ¢onluining
L LYl

17 The Company may permit Bs customers to establish online accounts. but must require an appropriate passwornd
o be furnished by e eustomer before bie or she can oocess any CPNI in s or her online account.  Sinee
December 8. 2007, passwords may NOT be based wpon readily obtaingble biogruphiel inlurmation (eg. lhe
customer’ s pame, mother's maiden name. social seeunty number or date ol birth ) or aceount information (e g, (he
enstomer s ielephone number or address)

18, Since Decentber 8§ 2007, customers may obnain an mitial or replacement password. (1) I they come inopegson
L4t the Company's business office, produce g drver's Hoense, pussport or other govermment=-issued idenlilication
veritving their identity, and correctly angwer certain questions regarding their service and address: or (1) 11 they
call a specified Company 1elephone mumber from their ielephone number of record, and than walt a1 thar number
until a Cempany representative calls them back and obtalns correct-answers to certain questions regarding their
serviceand uddress,

14, Kince December ¥, HMT, the Company will notify cusamers immediately of certain changed in their aceounis
that mayatfect privacy or security matlers

# The types of chanpes thar reguire immsdizte notificetion inchude: (x) change or request Tor change of Lhe
cusmer’s passwond: (hi change or roquest for change of the customer’s addness of record: () changs or
request for change of any sienificant elemem of the customer™s anling account; and {d) a change or request
for change 1o the custonzer’s responses with respect to the back-up meand of authentication for last o
Forgollen passwiords,

b. ‘The notice may be provided by (2) a Company call or voicemail o the ctistomer’s eelephone number of
record: (b a Compary fext message o the customer’s ralanhone number of record: or (c} a written notice
mailed 1o the customer’s address of record (1o the customer's prior address of record if'the change includes a
cherige in e customer™s address of record)

¢. Thenotice mist identify only the general fvpe of change and must notreveal the changed information.



d. The Company employee or ugenl sending the notice mest prepare und furmish W the CPNI Cornplinnge
UMTicer-a memorandum eontsming: (&) the name. address of record. and telephone number of reeord of the
custoter nodificd: (hya copy orthe exact wording of the 1axr message, wrinean notice. felephone messapge ar
voicemail message comprising the notices and (<) the date and time that the hotice was sent.

20, Hinve Decembér 8, 2007, the Company must previde an inilisl motice o law enfoncément wnd @ subsegquérl
netiee t the customer 11 & securty-hreach rosults in the disclosure of the customer™s CPNI oA third party withoul
the-customer s authonzation

e As soon us pracheable (and m one esvent mwre uan seven (7) duvs ) aller the Compuny Jdiscovers thal o
person (withoot anthorirstion or excooding anthorozation) has antentonally ined el W, used or
disclosed CPNIL the Company most provide electronic notification of such breach 1o the United Seates Secrer
Service and 1o the Federa] Burcan of lnvestigation via a central reporting tacility aveessed theougha link

suittuined by te FOC ab bilpe v oy gov cb gpon.

M, Since Pecember B, 3007, the Company will pravide customers with aceess to CPND at its retail logations i1 the
custmer presants o valid photo 1Iand the valid photo 1D matches the name on the account

220 Sinee Decenber 8 2007, the Company lokes remsonuble eusures W discover und probect agadisloctivily to
i andicative ol preteshimg meluhing reguiring Company emplovees, apgents, independent contracers and jnml
Venture parmers 10 ponfy the CPAL Complisnee Offcer immediately by voide, viicemiul o email afb (a) any
suspicious or amisial eall requesting o customer’s call detall informition or other CPMNL inchiling a call where
the caller furnishes an incorrect password or incomest answer 1o one of both of the “shaved secrer™ question-
anwer combinulionat (b woy suspiciows or wiesan) stempt by anomdividual o chunge u custommee’s pussword or
aceount snformuion (meluding providing madeguate of inappraprate dentiicition o medrreet “addrgay or
record,” Uwelephone number of mecord” or ather sipnificant <erviee informanan) (¢h any and all digesversd
instinces where ncecss o the Company’s electronic files or databases containing passwords ar CENI wid denied
due 1o e provision of ineorreet fogins widdor pusswords; and (d) wy complumt by w customer of unauthorized o
wappreprivle wse of disclosure of his or her CPNL The CPh] Complinnes Oeer wall requesl lurther inliemation
i wrinng, and invesnpate or supervise the investipation of, any incident or graup ol mcidenes thal reasonably
APPEAT 10 et pretenting

23 Compuny wied by suthorieed employvess mey wse CPRD W provide call ocation wlormation: tegueding wobile
USCTS AN SCTIain cmerpency sinuations  Exeept n an untorcscen emerpency involving a substantial threat o bumsan
Hie or alery, any and all use o provision of CPM] under this categary must dnvalve the speellic fvpes or
categorics of emergencies listed in writing by the Company™s CPX] Complinnee Officer

V. CENE Compliance (dficer

I additioon to the specitic matters required 1o be reviewed and approved by the Company’s. CEND Coampliance
{Mficer, employersand agents, independent contractors and joint venture partners are strongly encoursged to bring
any wnd all other questions, issdes of uoceriainties regarding the use, disclosure, of pecess w TPNI 1o the attention
el the Comnpany s TPNI Compliunes Officer for approprigte Investigation, review and golloanes, The extent lo
which g particular emplovee or agent brought & US| maner to the attention of the CPRE Complisnce Officer and
received appropriate pitidance i% a mmenial consideration in any drseiplinary action hrolght apainat the emploves
or agent {or impermissibie vse, disclosure or access to CENI

V. Disciplinary Proceduores

The Company has infermied its emplivees and asents. independant contractors and joinr vénture partners that it
considers compliance with the Communicstions Act and FOC Rules resarding the use; disclosure. and access to
CEMI 1o be very imporant. '

Vinlation by Company emplovess or agenis of sech PR requirementswill lead 1o dizeiptinary actlon (including
remedial training. Teprimands. unfavorable performiance reviews, probation; and temiiination), depending upon the
circumstances of the viokaton (including the severin of the viokation, whether the vielation was'a first time or
repesd vielation, whéther dpproprigle puidunce was sought or received [fom the CPNI Complisnge Oller, ond the
extent tr which the vinlauen was or was not deliberaic or malicious}

Vinlation hy Campany independent confractors or joint venmurs partners of such CPNT requirements will lead to
provpt diseiplinary action (up to and neludipg resredial tratning and termination of the contract),



